UH®OPMALIMOHHAS TAMSITKA
TSI OBYUAIOUIUXCSH J1J151 PASMEIIEHUS
HA O®UIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'OJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS
0O0JIbIIIE, @ KOJIBHUKH OJTHU U3 CAMBIX AKTUBHBIX
noJjib3oBaresen Pynera. Mexny tem, IOMUMO OTPOMHOTO
KOJIMYECTBA BO3MOYKHOCTEN, HHTEPHET HECET U MPOOJIEMBL.
DTa naMATKa JOJKHA IMTOMOYb TeOe 0€30IMacHO HAXOAUThCS
B CETH.

KoMnbroTepHbie BUPYCHI

KOoMIOBIOTEPHBIN BUPYC - ITO PA3HOBUIHOCTD
KOMITBIOTEPHBIX TPOTPaMM, OTJIUUYUTEIBHON 0COOEHHOCTHIO
KOTOPOM SIBJISIETCSI CIIOCOOHOCTH K pa3MHOXKEHHI0. B
JOTIOJTHEHUE K 3TOMY, BUPYCHI MOTYT ITOBPEAUTH WIIH
MOJHOCTBIO YHUUYTOXUTH BCE (DAMIIbI U JaHHBIE,
MOJKOHTPOJIbHBIE MOJIb30BATEII0, OT UMEHH KOTOPOTO ObLIA
3aIlyIeHA 3apaKE€HHAs IPOrpaMma, a TAKKE IMTOBPEIUTh UJIA
AK€ YHUYTOXKUTH ONEPALIMOHHYIO CUCTEMY CO BCEMU
(aitniamu B 11€J10M. B OOJBIIMHCTBE Clly4yaeB
PACIIPOCTPAHSIOTCS BUPYChI YEPE3 UHTEPHET.

MeTo bl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

1. Ucnonb3yi COBPEMEHHBIE ONIEPAITMOHHBIE CUCTEMBI,
VIMEIOIINE CEPbE3HBIN YPOBEHD 3AIIUTHI OT BPEIOHOCHBIX
IIPOTPaMM;

2. ITocTostHHO ycTaHaBIMBaK nauTH (IM(PpPOBbIE 3aIlJIaTKH,



KOTOPBIE aBTOMATUYECKN YCTAHABIMBAIOTCS C LETBIO
JOpaOdOTKHU MPOTPaMMbl) U APYTUe€ OOHOBIICHUSI CBOEH
OTIepallMOHHOM cucTeMbl. CkauynBal UX TOJBKO C
oduiransHoOro caira paspadorunka OC. Eciu cyiiecTByeT
PEKUM aBTOMATUYECKOT0 OOHOBJICHMS, BKIIFOYH €TO0;

3. PaboTaii Ha CBOEM KOMITBIOTEPE I0/]T MPpaBaMu
MIOJI30BATEIIS, & HE IMUHUCTPATOPA. DTO HE MO3BOJIUAT
OOJIBIIIMHCTBY BPEAOHOCHBIX MPOrPaMM MHCTATIIUPOBATHCS
Ha TBOEM MEPCOHAIILHOM KOMIIBIOTEPE;

4. Vlcnonp3yl aHTUBUPYCHBIE IPOTPAMMHBIE TPOIYKThI
W3BECTHBIX IPOU3BOAUTENEH, C ABTOMATUYECKUM
OOHOBJIEHUEM 0a3;

5. Orpannyb pU3NUECKHUIN JOCTYII K KOMITBIOTEPY IS
MTOCTOPOHHHUX JIMIL;

6. Mcnonb3yli BHEIIHUE HOCUTETNW HH(DOPMAIIUH, TAKHUE KaK
(remika, TMCK WK (aill U3 UHTEPHETA, TOJIbKO U3
MIPOBEPECHHBIX NCTOYHUKOB,;

7. He oTKpbIBaii KOMIBIOTEPHBIE (hailbl, MOJYUYECHHBIC U3
HEHAJEKHBIX UCTOYHUKOB. J[axke Te (paisibl, KOTOpbIE
IIPUCIIAJI TBOW 3HAKOMBINW. JIyduie yTouHu y HEro,
OTIPABJISLI JIU OH T€OE UX.

Cetn WI-FI

Wi-Fi - 5T0 He BUI IIepeau JaHHbIX, HE TEXHOJIOTHS, a
Bcero uib Open, mapka. Eme B 1991 roay
HUJICpJIaHACKas KOMIIAHUS 3apeTUCTpUpoBaia OpeH I
"WECA", yto o003Ha4ajo ciaoBocoueTanne "Wireless
Fidelity", koTopslit mepeBoaUTCS Kak "OecrpoBOIHAS



TOYHOCTB .

Jlo Hamrero BpeMeHu gonuia apyras abopeBruarypa, Kotopas
SBJISICTCSI TAKOM K€ TEXHOJOTHENH. ITO ab0peBuarypa "Wi-
Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHAapT
BbICIIICH 3ByKOBOM TexHUKHU Hi-Fi, uto B niepeBoje
O03HA4YaeT "BBICOKAS TOYHOCTH'.

Jla, OecruiaTHBIA HHTEPHET-AOCTYII B Kade, OTEISIX U
a’pPONopPTax SABJISETCS OTINYHOU BOZMOXKHOCTBIO BBIXO/A B
uHTepHET. HO MHOTHE 3KCEPTHI CYUTAIOT, YTO
obmenoctynHbie Wi-Fi ceTu He sBIsSIOTCS 0€30IMacHBIMU.
CoBeTbl 10 0€30IaCHOCTH Pa0OTHI B OOIIEIOCTYITHBIX CETSIX
Wi-fi:

1. He nepenasail cBO1O JIMYHYIO HH(OPMALIMIO Yepe3
obmenocrynubie Wi-Fi ceTtu. PaboTast B HUX, JKeIaTeIbHO
HE BBOJIMTH MAPOJIHA TOCTYMNA, JOTUHBI U KAKUE-TO HOMEPA;
2. Ucnonb3yid 1 0OHOBJISIT aHTUBUPYCHBIE TTPOTrPaMMBbI U
Opanamayep. Tem caMbIM Thl 00€30I1aCHIlb CE0sI OT
3aKa4YKU BUPYyCa Ha TBOE YCTPOMCTRO;

3. ITpu ucnonp3zoBanuu Wi-Fi otkmroun @ynknuro "O0muit
OOCTYII K (baiimaM u mpuHtepaM'. JlanHas pyHKIus
3aKpbITA IO YMOIYAHUIO, OJTHAKO HEKOTOPHIE MMOJIb30BaTEIIN
AKTHUBUPYIOT €€ U1 yA00CTBa UCIIOIB30BaHUS B pa0OTE MU
yueOe;

4. He ucnons3yit nyoanuasii WI-FI nj1a nepenadyu audHbIX
JAHHBIX, HAIIPUMEP ISl BBIXO/Ia B COLIMAIBLHBIE CETU WJIU B
AJIEKTPOHHYIO MTOYTY;

5. Mcnonb3yi TOABKO 3alUILEHHOE COEAUHEHUE YEPES
HTTPS, a ue HTTP, T.e. npu Habope BeO-aapeca BBOIU
uMeHHO "https://";



6. B MoOMiIbHOM TenedoHe OTKIIFOYH (PYHKITHIO
"Ilogxmouenue k Wi-Fi apromatnuecku'. He qomyckait
ABTOMATHUYICCKOTO MOAKIIOUEHUS YCTPOUCTBA K ceTsaM Wi-Fi
0€3 TBOEro coryiacusl.

ConnajibHbIC CeTH

ColualibHbIE CETH aKTUBHO BXOJSAT B HAITY KW3Hb, MHOTHE
JTI0AM PadOTaIOT U )KUBYT TaM ITOCTOSIHHO, a B Facebook
YK€ 3aPETUCTPUPOBAH MUJUTAAP/L YEIOBEK, UTO SABJIACTCS
OJHOM CeIbMOM BCEX KUTEJIEH TUIaHeThl. MHOTrne
M0JIb30BATEIN HE MOHUMAIOT, YTO MH(pOpMaILus,
pa3MeEICHHAs MU B COILUAIIBHBIX CETSIX, MOXKET OBbITh
HalJ€HA U UCIIOJIb30BaHA KEM YT'OJHO, B TOM YMCJIE HE
00s13aTENbHO C OJIaruMH HAMEPEHUSIMU.

OCHOBHBIE COBETHI 10 0€30MMACHOCTH B COLIMATIbHBIX CETSX:
1. Orpanuyb CIIUCOK Jpy3ei. ¥ TeOs B Ipy3biaX HE JOHKHO
OBITH CIIyYailHBIX M HE3HAKOMBIX JIIOJICH;

2. 3amuinan CBOK YaCcTHYIO )u3Hb. He ykasbiBan nmapoiu,
Tesie)OHBI, ajipeca, JaTy TBOETO POXKICHUSA U APYTYIO
JUYHYIO HHPOPMAIKIO. 3JI0YMBIIIIIEHHUKH MOTYT
UCIIO0JI30BaTh JIakKe MH(POPMAIMIO O TOM, KaK Thl U1 TBOU
POIUTENM IUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuian CBOK penyTaIyIo - IEPKHU €€ B YUCTOTE U
3ajaBail ce0e BOIPOC: XOTeN Obl Thl, UTOOBI JIPyTHUE
MOJIb30BATENIM BUAEIH, UTO ThI 3arpyxkaemb? [logymai,
MPEXKJE YEM UTO-TO OMyOJIMKOBATh, HAIMKCATh U 3arPy3UTh;
4. Ecii ThI TOBOPHILIB C JIFOJIbMU, KOTOPBIX HE 3HACIIIb, HE
HCTIOJIb3YH CBOE PEATILHOE UM U IPYTYIO JIUYHYIO



MH(pOpPMALIMHU; UMSI, MECTO KUTEIbCTBA, MECTO YU€OBbI U
poyYee;

5. N30erait pa3menienus ¢pororpaduii B IHTepHETE, 1€ THI
M300pak€H Ha MECTHOCTH, IO KOTOPOH MOKHO ONIPEJICIUTh
TBOE MECTOIIOJIOKEHHUE;

6. [Tpu peructpaiyu B COIMaIbHOM CETH HEOOXOIMMO
MCIIO0JIb30BAaTh CJIIOKHBIE MTAPOJIU, COCTOSIINE U3 OYKB U
QP ¥ ¢ KOJIMYECTBOM 3HAKOB HE MEHEE &;

7. [l counanbHOM CETH, TIOUTHI U IPYTUX CAUTOB
HEOOXO0IMMO MCIIOJIb30BaTh pa3Hble maposu. Toraa eciu
T€OsI B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH HOJIYy4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.

DJIEeKTPOHHBbIE 1eHbI'H

DJIEKTPOHHBIE AEHBIH - 3TO OUYE€HBb YJIOOHBIN CIOCO0
IJIaTeXKeH, OJJHAKO CYIIECTBYIOT MOIICHHUKH, KOTOPHIS
XOTST MOJIYYNUTh 3TH JICHBIH.

DIIEKTPOHHBIC ACHBI'M MOSBUINCH COBCEM HEAABHO U
MMEHHO HM3-3a 3TOI'0 BO MHOTHX I'OCYJIapCTBaX JI0 CHX IOP
HE MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (DYHKITMOHUPYIOT U O HUX YXKe
IIPOIIMCAHO B 3aKOHE, I'JI¢ MX PA3ICIISIOT Ha HECKOJIBKO
BUJIOB - aHOHMMHBIEC M HE aHOHWMHEBIe. Pa3HuUIIa B TOM, 4TO
AaHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3periaeTcs MpoOBOIUTh
onepanuu 0e3 uAeHTU(PUKAIIMHA TOJIb30BaTeNs, a B
HEAHOHHWMHBIX UJICHTU(UKAIINS TTOJIb30BATENS SIBISICTCS
00s13aTeNBHOM.

Takxe cienyet pa3indaTh 3JEKTPOHHbIE (hUATHBIC JICHBIU



(paBHBI TOCYITAPCTBEHHBIM BaJIIOTaM) U 3JIEKTPOHHBIE
He(UaTHBIE JEHBIU (HE PABHBI TOCYJAPCTBEHHBIM
BaJIIOTaM).

OCHOBHBIE COBETHI M0 0€30I1aCHON PadOTE C JICKTPOHHBIMU
JCHbI'aMU:

1. ITpuBsikU K cueTy MOOMIBHBIN TeaePOH. DTO CaMbIii
yIAO0OHBIN U OBICTPBIN CITOCOO BOCCTAHOBUTH JOCTYII K
cuety. [IpuBs3aHHbIN TeIe)OH MOMOXKET, €CJIU 320y A€
CBOM IIATEKHBIN MTAPOJIb WU 3alJCIIb HA CAUT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonp3yu ogHOpa3oBbie mmapoiu. Ilocie nepexoma Ha
YCUJICHHYIO aBTOPU3AIMIO TeOE yKe HE OyJET yrpoKaTh
OMAaCHOCTh KPaXKy WJIM NIepeXBaTa MIATEKHOTO MapoJIs;

3. BeiOepu ciioxHbIi n1apodib. [IpectynHukam OyieT He
IPOCTO yraJiaTh CI0XKHBIN Mapoib. HaaexxHpie napoiu - 310
apoJjivd, KOTOPhIE COAEPk AT HE MEHEe 8 3HAKOB U
BKJIIOYAIOT B C€0s1 CTPOYHBIC U TPONIMCHBIE OYKBBI, QP PHI
1 HECKOJIbKO CUMBOJIOB, TaKH€ KakK 3HaK josuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HAK U T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOU JINYHBIE JAHHBIE HA CalTax, KOTOPbIM HE
TOBEPSIEIIb.

JJIeKTPOHHAA MOYTAa

DJIEKTPOHHAS I104YTa - 3TO TEXHOJOTHS U MPETOCTABISICMBIC
€0 YCIIYTH 110 NMEPECHUIKE U MOTYUYCHHUIO SJICKTPOHHBIX
COOOIIEHH, KOTOpPBIEC pACTIPEACIISIIOTCS B KOMIIBIOTEPHOM
ceTh. OOBIYHO AICKTPOHHBIM MOYTOBBIN SITUK BBITJISIAT
CIEAYIOIIUM 00pa3oM: UMl TOJIb30BATEIIA(@WUMS_JOMEHa.



Taxxxe KpoMe Iepeaduu MpoCcToro TEKCTa, UMEETCs
BO3MOYKHOCTb MepeaaBaTh (Paulibl.

OCHOBHBIE COBETHI M0 0€30ITACHON PabOTE C ICKTPOHHON
IOYTOU:

1. Hago BeIOpaTh NpaBUIIbHBIN ITOYTOBBIN cepBUC. B
UHTEPHETE €CTh OTPOMHBIN BBIOOP OECILUIATHBIX MTOYTOBBIX
CEPBHUCOB, OJHAKO JIY4Ille TOBEPATh TEM, KOI'0 3HAECUIb U KTO
[IEPBbIN B PEUTUHIE;

2. He yka3piBail B IUYHOM MOYTE JUYHYIO HH(OPMAIIHUIO.
Hanpumep, ydiiie BEIOpaTh "My3bIKadbHbIN (haHaT@'" nuiau
"pok2013" BmecTo "Temal 3";

3. Mcrionb3yi ABYXATAIIHYIO aBTOPHU3AINAI0. DTO KOT1a
IIOMUMO T1apOJIsi HY?>KHO BBOJAUTH KOJI, IPUCHLIAEMBIU 110
SMS;

4. BiOepH CHOXKHBIN MapoJib. JJIs1 KaKI0TO MOYTOBOIO
SIIMKa JOJKEH ObITh CBOM HaJICKHBIM, YCTOMUYMBBIN K
B3JIOMY T1apOJIb;

5. Eciin €CTh BO3MOXKHOCTh HAIMUCATh CAMOMY CBOU JIMYHBIN
BOIIPOC, UCIIOJIb3YH 3Ty BO3MOXXHOCTb;

6. MIcnionb3y HECKOJIBKO MOYTOBBIX AIMIUKOB. IIepBbIi IS
YaCTHOW IIEPENUCKU C aJipecaraMu, KOTOPbIM ThI
JOBEPAEIIb. DTO JICKTPOHHBIN aAPEC HE HAIO
MCIIO0JIb30BaTh MPHU PErUcTpaliuy Ha (hopyMax U calTax;

7. He oTKpbIBail (haiiibl U APYTUE BIOXKCHUS B IIUCbMAX,
JTa’KE €CJIM OHM MPUILIA OT TBOUX Jpy3€u. Jlydile yrounu y
HUX, OTIPABJISUIN JIK OHU T€OE 3TU (PaJIbI;

8. [locne okoHUYaHUs pabOThI HA IOYTOBOM CEPBUCE MEPE]]
3aKPBITUEM BKJIQJIKU C CAaTOM HE 3a0yjb Ha)KaTh Ha
"Bt



KubepOyIMHT Wi BUPTYAJIbHOE M3€BATEIbCTBO

KubepOyJIuHT - IipecieioBaHue COOOIICHUSIMH,
coAepKallMMU OCKOPOJICHHUS, arPECCHI0, 3aITyTHBAHHUE;
XYJIMTAHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C MOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 OOPHOE C KNOEPOYJUIMHTOM:

1. He Opocatics B 00it. JIyumunii crioco0: mocoOBETOBAThCS
Kak ce0s1 BECTH U, €CJIM HET TOr'0, K KOMY MOKHO
0OpaTUTHCS, TO BHAYAJIC YCIOKOUTHCS. ECIM Thl HAYHEIIb
OTBE€YaTh OCKOPOJICHUSIMUA HAa OCKOPOJICHHSI, TO TOJIBKO €I11E
OOJIBIIIE PA30XIKENTHh KOH(PIIUKT;

2. YrpaBisid CBOEU KHOEppenyTaluen;

3. AHOHUMHOCTB B c€TH MHMMas. CylIeCTBYIOT CITIOCOOBI
BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTOUT BECTH XYJIUTAHCKHUI 00pa3 BUPTyaJIbHOMN
*W3HU. THTepHET PUKCUpyeT BCe TBOU JCUCTBUS U
COXpaHAET UX. Y JAJIUTh UX OyJEeT KpaHE 3aTPyAHUTEIIHHO;
5. Co0Omnroail CBO0 BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupyit ennHUYHbIN HeTaTUB. O HOPA30BbIE
OCKOpOUTEIbHBIE COOOIIICHUSI JIyUIlle UTHOPUPOBATD.
OOBIYHO arpeccusi MpeKpanlaeTcs Ha HAYIbHOM CTaJIuM;

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMU
COOOIIEHHUSIMH, B COLIMAIBHBIX CETSX €CTh BO3MOKHOCTh
OJIOKHPOBKH OTIPABKH COOOIIEHUN C ONIPEACTCHHBIX
aZpeCoB;

8. Eciu ThI cBUI€TENb KNOEPOYIIMHra. TBOM JEUCTBUA:
BBICTYIIUTh MPOTUB MPECIETOBATENS, IOKA3aTh €EMY, YTO €r0



JNEUCTBUSA OLICHUBAIOTCA HETATUBHO, ITOJJIEPKATh XKEPTBY,
KOTOPOU HY>KHA IMCUXOJIOTHYECKAs OMOIIb, COOOIINTh
B3POCJIBIM O (PAKTE arpeCCUBHOTO MOBEJICHUS B CETH.

MoonabHbIA TeJ1eOH

CoBpeMeHHbIE CMapT(OHBI U TIAHIIETHI COJIEPKAT B ceOe
BITOJIHE B3POCJIbIN (DYHKIIMOHAJI, U TENEPh OHU MOTYT
KOHKYPHUPOBATh CO CTAlHOHAPHBIMHU KOMITBIOTEPAMHU.
OpHako, CPe/ICTB 3alIUTHI 1JIsI HOAOOHBIX YCTPOMCTB MOKa
O4Y€Hb Maj0. TecTUpOBaHUE U MOUCK YSA3BUMOCTEH B HUX
MPOMCXOJIUT HE TaK MHTEHCUBHO, Kak Jj1s [1K, To ke camoe
KacaeTcsl U MOOMJIbHBIX MPHUIIOKEHUM.

CoBpeMeHHbIE MOOMIILHBIE Opay3€ephl yKE MPAKTHYECKU
JOTHAJIM HACTOJILHBIE aHAJIOTH, OJJHAKO PACIIUPEHUE

(b yHKIIMOHANIA BJIEYET 3a COO0M OOMIBIIYIO CIIOKHOCTh U
MEHBIIYIO 3alIUIIIEHHOCTb.

Jlaneko He BCe MPOU3BOAUTENN BHIITYCKAOT OOHOBIICHUS,
3aKPBIBAIOIINE KPUTHUYECKUE YA3BUMOCTH JJISI CBOUX
YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30I1aCHOCTH MOOMIILHOTO
TenedoHa:

Hwudyero He sBisieTcst mo-HacTosemMy OecriaTHbIM. by b
OCTOPOKEH, BEb KoTAa Te0e mpeayiaraoT OeCILUIaTHBIN
KOHTEHT, B HEM MOT'YT OBbITh CKPBIThl KAKHUE-TO IIATHBIE
YCIYTH;

Jlymaii, mpex e uem oTrpaBuTb SMS, doto mim Bujaco. Thl
TOYHO 3HaCIllb, TJI€ OHU Oy yT B KOHEYHOM UTOrE?
Heo0xoamuMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO



cMapT(OoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPaMMBbI J1JIs1 MOOMJIBHBIX
TeJIePOHOB;

He 3arpyxan npuiioxxeHuss OT HEU3BECTHOTO UCTOYHUKA,
BE€Ib OHU MOTYT COAEPkKATh BPEAOHOCHOE IPOTPAMMHOE
oOecreueHue;

[Tociie TOro Kak Thl BBIWACIIDL C CANTA, TJI€ BBOIAUI JIUYHYIO
MH(pOpPMAIIUIO, 321 B HACTPOUKHU Opay3epa U yIau
cookies;

[lepnoguuecku poBEPsAN, KAKUE MIIATHBIE YCIIYTH
AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaili cBOil HOMEp MOOUJIBHOTO Tele(OHA TOIBKO JIFOJISIM,
KOTOPBIX ThI 3HACIIb U KOMY JIOBEPSIEIIb;

Bluetooth nomkeH ObITH BEIKIIIOUEH, KOT'a Tl UM HE
nojbp3yenibes. He 3a0biBaii HHOT 1A TPOBEPSITH 3TO.

Online urpsl

COBpEMEHHBIEC OHJIANH-UTPHI - 3TO KPACOUYHEIE,
3aXBaThIBAIOIIME PA3BJICYEHHUS, 00BEIUHSIONIME COTHU
THICSY YEJIOBEK 0 BCEMY MUPY. Urpoku ucciaenyroT
JAHHBINM UM MHUP, OOIIAIOTCS APYT C IPYTOM, BBIIOJIHSIOT
3aJIaHUs], CPAKAIOTCS C MOHCTPAMHM U MOJYYarOT OMBIT. 3a
yAOBOJBCTBUE OHU IUIATSAT: HOKYIAIOT AUCK, OTJIAYMBAIOT
A0OOHEMEHT WJIM IPUOOPETAIOT KAKKE-TO OIIHUHU.

Bce atu cpeacTBa uayT Ha NOAACPKAHUE U PA3BUTUE UTPHI,
a TAaKKE€ Ha caMy 0€30ITaCHOCTbh: COBEPIIIEHCTBYIOTCS
CHCTEMbI aBTOPHU3AIINH, BHIITYCKAKOTCS HOBBIC MAaTYU
(udpoBkIe 3aIJIaTKU JIJISI TPOTPaMM ), 3aKPBIBAIOTCS



YA3BUMOCTHU CEPBEPOB.

B nogo0OHBIX Urpax CTOUT OMacaTthCs HE CTOJIBKO CBOUX
COIEPHUKOB, CKOJILKO KPayKu TBOETO MapoJisl, HA KOTOPOM
OCHOBaHa CHCTEMa aBTOpHU3alliK OOJIBIITUHCTBA UT.
OCHOBHBIE COBETHI MO 0€30ITACHOCTH TBOETO UTPOBOTO
aKKayHTa:

1. Ecniu agpyroii urpok BeAeT ce0sl TII0X0 WK CO3aeT TeOe
HEMPUATHOCTH, 3a0JIOKHUPYH €ro B CIIMCKE UTPOKOB;

2. Iloxanyucst aIMUHUCTPATOPAM UTPhI HA TI0XOE
ITOBEJICHUE ATOTO UTPOKA, KEITATEIBHO IMTPUIO0KUATH KAKUE-
TO JIOKA3aTEJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii TMUHYIO HH(DOpMAILIHIO B TIpodaiiie Urpsl;
4. YBaxkal Ipyrux yYaCTHUKOB I10 UTPE;

5. He ycranaBinuBail Heo(pUIMaIbHbIC HATYX U MOJIbI;

6. Mcnonb3y# CIIOKHBIE U pa3HBIE MAPOJIH;

7. J1axke BO BpEMsI UI'PbI HE CTOUT OTKJIKOYATh AHTUBUPYC.
IToka TbI Urpaciib, TBOM KOMIIBIOTEP MOT'YT 3aPA3UTh.

OUINNHT 1IN Kpaka JUYIHbIX JaHHbIX

OOBIYHOM KpaXkel ACHET U JOKYMEHTOB CErOJHS yKe
HUKOI'O HE YJMBHIIb, HO C pa3BUTHUEM UHTEPHET-
TEXHOJIOTUH 3JI0YMBIIUICHHUKH TTEPEMECTHIINCH B
UHTEPHET, U NPOIOJIKAIOT 3aHUMATHCS " TIOOUMBIM" J1ETTOM.
Tak nosiBuiachk HOBas yrpo3a: MHTEPHET-MOIIICHHUYECTBA
WA (PUILKHT, TJIaBHAS 1€ KOTOPOI'0 COCTOUT B
MOJy4YEeHUM KOH(MUICHIIMATBHBIX JaHHBIX MOJb30BaTeNeH -
nJoruHOB U napojei. Ha anrnuiickom s3bike phishing
yuTaeTcs kak pumuHr (ot fishing - peiOHas 0B,



password - mapo:in).

OCHOBHBIE COBETHI 110 0OPHOE C (HPUIITUHTOM:

1. Ciienu 3a CBOMM aKKayHTOM. ECII ThI 1TOJ103pEBACIIIb,
YTO TBOSI aHKETa OblJIa B3JIOMaHa, TO HEOOXOIUMO
3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUACTpATOpPaM pecypca
00 3TOM KaK MOXHO CKOPEE;

2. Ucnonp3yi 0e30macHbIC B€O-CAMThI, B TOM YHCIIE,
MHTEPHET-Mara3uHOB U MTOMCKOBBIX CUCTEM;

3. Hcnionb3yl CIOKHBIE U pa3HbIE MapoJik. TakuM o0pazom,
€CJIu Te€Os B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH TTOTy4daT
AOCTYII TOJIBKO K OJJTHOMY TBOEMY MPO(UIIIO0 B CETH, a HE KO
BCEM;

4. Ecnu Te0s B3710MaJIM, TO HEOOXOAUMO MPEAYNPEAUTD
BCEX CBOMUX 3HAKOMBIX, KOTOPhIE JOOABJICHBI Y TCOS B
APY3bsiX, O TOM, YTO TE€OS B3JIOMAJIN U, BO3MOKHO, OT
TBOEI'0 UMEHH OYJET pacchliaThCs CIIaM U CChUIKU Ha
(DUIIMHTOBBIE CANTBHI;

5. YcraHoBu HajaexHbld naposib (PIN) Ha MOOMIBHBIN
Tene(oH;

6. OTKJIIOYH COXpAHEHHE MTapoJsi B Opay3epe;

7. He oTKpbIBail (haiiibl U APYTUe BIOXKCHUS B IIUCbMaX,
JaXKe €CJIM OHM MPUIILIK OT TBOUX ApYy3eu. Jlydlilie yTouHH y
HUX, OTIPABIISUIM JIK OHU TeOE ATU (PaibI.

Ln¢gposas penyranus

[{udposas pemyTalys - 3TO HEraTUBHAS WA MO3UTUBHAS
uHpopMalus B cetu o Teoe. KomnpomeTrupyroras
nH(pOopMaIs, pa3MeIeHHas: B UHTEPHETE, MOXKET



CEpPBE3HBIM 00Pa30M OTPA3UTHCS HA TBOEU pPEATbHOU
xwm3HU. "[ludposas penyranus’ - 3T0 TBOM UMUK,
KOTOpPBIN (hopMUpYETCS U3 HHPOPMAIIUH O TEOE B
UHTEPHETE.

TBO€ MecTO XUTEIBCTBA, YU€Obl, TBOE (PUHAHCOBOE
MOJI0KEHUE, OCOOEHHOCTH XapaKTepa U pacCKasbl O
OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JErKOMBICIEHHO OTHOCATCS K
nyonukanuu JuaHou nadopmanuu B UHTEpHETE, HE
IIOHUMAs BO3MOXHBIX MMOCIEACTBUHU. ThI 1aXKE€ HE CMOXKEIIb
aoragaThbCsi 0 TOM, 4TO (potorpadusi, pa3MelieHHas S JieT
Ha3aJl, cTajia MPUUYUHOMN OTKa3a MPUHATH TeOsl Ha padoTYy.
KomMeHnTapum, pa3menieHue TBoux (Gororpaduii U ApyTrue
JAEUCTBUS MOTYT HE UCUE3HYTh JTAKE MOCIIE TOTO, KaK Thl UX
yaanuiib. Tl HE 3HACIIb, KTO COXPAHUI 3Ty HHPOPMAIIHIO,
oriaJia JIi OHa B IOMCKOBBIE CUCTEMBI U COXPaHMIIACh JIU
OHa, a IJIaBHOE: YTO MOJyMaloT O T€OE OKPY KAIOIIMUE IO,
KOTOpbI€ HAWYT U YBUAAT 3T0. HailTu nHdopMaIio MHOTO
JIET CIYCTSI CMOXKET JIFOOOH - KaK U3 TI0OPBIX MO0y ICHUH,
TaK ¥ C HAMEPEHUEM MTPUUUHUTH Bpel. ITO MOKET OBITh
KTO YT'OJIHO.

OCHOBHBIE COBETHI I10 3aIIUTE UPPOBON penyTalIUU:

1. Ilogymaii, mpexxae 4eM 9To-TO MyOIMKOBATh
nepeaaBaTh y ce0s B 0Jore Wi B COLIMAIBLHOM CETH;

2. B HacTpolkax npoduisi yCTaHOBH OTPAaHUYEHHUS HA
MPOCMOTP TBOErO MPODUIIS U €ro COACPKUMOTr0, CAEIan
€ro TOJIBKO "IJIs Ipy3en’;

3. He pa3meinaii 1 He yka3biBail HHGOpMaIiO, KOTopas
MOKET KOro-JIM00 OCKOPOJISITh UK OOMXaTh.



ABTOpCKOE NPaBo

COBpEMEHHBIC HIKOJILHUKH - aKTUBHBIEC TTOJI30BATEIN
g poBoro nmpocrpaicTsa. OHAKO JTAJIEKO HE BCE 3HAIOT,
YTO MOJIb30BAHME MHOTUMH BO3MOXHOCTSIMH IIU(PPOBOIO
MHpa TPEOYET COOTIOACHHUS MTPAaB HA HHTEIUICKTYaJIbHYIO
COOCTBEHHOCT.

TepMuH "uHTEILIEKTYJIbHASE COOCTBEHHOCTh' OTHOCHUTCS K
Pa3IMYHbIM TBOPECHUSIM YEJIOBEUECKOTO yMa, HAUMHAS C
HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIIYTH, U 3aKaHUYNBasI
KHUTaMH, (poTorpapuamu, KHHOPUIbMaMH 1
MY3bIKUIbHBIMU TPOU3BEICHUSMU.

ABTOpCKHE MpaBa - 3TO MPaBa HA UHTEJUIEKTYTbHYIO
COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH, JIMTEPATYPhI U
HUCKYCCTBA. ABTOPCKHE MIpaBa BBICTYNAIOT B KAUECTBE
rapaHTHHU TOTO, YTO MHTEIJICKTYaJIbHBIN/TBOPUYECKUN TPY I
aBTOpa HE OYAET HAPACHBIM, JaCT €My CIIPABE/JIMBBIC
BO3MOKHOCTH 3apad0TaTh Ha pe3ysibTarax CBOEro Tpya,
MOJIY4YUTh U3BECTHOCTh U Ipu3Hanue. Hukro 0e3
pa3penIeHus: aBTOpPa HE MOMKET BOCIIPOU3BOJIUTH €T0
MPOU3BEJICHUE, PACIIPOCTPAHSITh, TyOJIMYHO
JEMOHCTPUPOBATH, POJIaBATh, UMIIOPTUPOBATH, TyCKAaTh B
MPOKAaT, MyOJIUYHO UCIIOIHATh, TIOKA3bIBATH/UCIIOIHATH B
aupe unu pazMeniatb B UHTEpHETE.

Hcnonb3oBanue "mUpaTcKoro” mporpaMMHOrO
o0ecrieueHHsI MOXKET MPUBECTH K MHOTUM PUCKaM: OT
MOTEPHU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKH TBOETO



YCTPOMCTBA, TAE YCTAHOBJIEHA HEJleTanbHasd nporpamma. He
CTOUT TaK»Ke 3a0bIBATh, UTO CYIIECTBYIOT JICTAIBHBIC U
O€CIUTIaTHBIE TPOrPaMMBbl, KOTOPHIE MOKHO HAWTH B CETH.

O nopraJje

CeTeBUYOK.p( - TBOM IJIaBHBIA COBETYHK B CETH. 3]I€ECH ThI
MOXEIIIb Y3HATh O 0€30MaCHOCTH B CETH MOHSATHBIM U
JOCTYIIHBIM SI3bIKOM, & IMPU BO3HUKHOBEHUU KPUTHUUYECKON
CUTYyaIluH OOPAaTUTHCS 32 COBETOM. A TaK>Ke MPHUHSIThH
y4acCTHE B KOHKYpPCax U CTaTh CaMbIM LIU(DPOBBIM
IrpaX1aHUHOM !



